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The security of the ElGamal digital signature scheme against selective forgery relies on the difficulty of
solving the congruence gH(m) ≡ yrrs (mod p) for r and s, given m, g, y, and p but not knowing the discrete
logarithm of y modulo p to the base g. (We assume for the moment the security of the hash function H(m).)
Similarly, the security of a certain variation of this scheme given in, e.g., [11, Note 11.71], relies on the
difficulty of solving

(1) gH(m) ≡ ysrr (mod p).

It is generally expected that the best way to solve either of these congruences is to calculate the discrete
logarithm of y, but this is not known to be true. In particular, another possible option would be to choose
s arbitrarily and solve the relevant equation for r. In the case of (1), this boils down to solving equations
of the form xx ≡ c (mod p). We will refer to these equations as “self-power equations”, and we will call the
map x 7→ xx modulo p, or modulo pe, the “self-power map”. This map has been studied in various forms in
[4–10,12]. In this work we will investigate the number of fixed points of the map, i.e., solutions to

(2) xx ≡ x (mod p)

and two-cycles, or solutions to

(3) hh ≡ a (mod p) and aa ≡ h (mod p).

We will start by considering F (p), the number of solutions to (2) such that 1 ≤ x ≤ p− 1, which lets us
reduce the equation to xx−1 ≡ 1 (mod p). Then we just need to consider the relationship between the order
of x and of xx−1 modulo p and we can proceed as in [13] or [3] to prove:

Theorem 1. ∣∣∣∣∣∣F (p)−
∑

n|p−1

φ(n)

n

∣∣∣∣∣∣ ≤ d(p− 1)2
√
p(1 + ln p),

where d(p− 1) is the number of divisors of p− 1.

In the case of a prime power modulus we do not yet know how to extend the method to prove the
corresponding result. However, if Ge(p) is the number of solutions to xx ≡ x (mod pe) with 1 ≤ x ≤ (p−1)pe

and p - x, then we can use the p-adic methods of [10] to prove:

Theorem 2.

Ge(p) = (p− 1)

 ∑
n|p−1

φ(n)

n
+ pbe/2c − 1

 .
In the case of two-cycles we have not yet finished the counting of the “singular solutions” where ha ≡ 1

(mod p). Nevertheless if we let Te(p) be the number of pairs (h, a) such that h and a ∈ {1, 2, . . . p(p − 1)},
p - h, p - a, ha 6≡ 1 (mod p), and hh ≡ aa mod pe, then we have:

Theorem 3.

Te(p) =

p−1∑
c=1

gcd(c− 1, p− 1)
∑

n|gcd(c,p−1)

φ(n)

n

−
 ∑
d|p−1

dJ2

(
p− 1

d

) ,
where J2 is the Jordan totient function.

The first term in this equation counts all of the solutions modulo p and the second term counts the singular
solutions. Each nonsingular solution lifts to a unique solution modulo pe, whereas each singular solution
may lift to more than one or none at all. Classifying these cases will result in a complete count of solutions.
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